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Overview
On June 2, 2026, President Trump signed Executive Order 14409, Promoting Advanced Artificial 
Intelligence Innovation and Security, directing Treasury and CISA, in coordination with the Office of the 
National Cyber Director (ONCD), to establish an AI cybersecurity clearinghouse for coordinating vulnerability 
scanning, validation, and patch distribution. In response, Treasury and CISA launched Gold Eagle, a 
software capability that augments the Vulnerability Information and Coordinated Environment (VINCE) 
platform. Through this clearinghouse, CISA and Treasury are working with federal government and industry 
partners to implement U.S. government AI policies and drive operational collaboration to reduce cyber risk. 

Gold Eagle: The AI Cybersecurity Clearinghouse 
Gold Eagle is a software capability that, at scale, enables ingestion, validation, and deduplication of AI-
enabled vulnerability reporting, amplifying CISA’s ability to triage incoming vulnerability reports for CVD 
within the VINCE platform. Gold Eagle simplifies the path from vulnerability discovery to remediation by 
streamlining initial report triage and validation for Coordinated Vulnerability Disclosure (CVD) and avoids 
duplication of efforts. Gold Eagle augments but does not replace existing private-sector or community-
driven vulnerability management efforts. Reports submitted through Gold Eagle that meet CVD 
requirements will initiate cases in VINCE. 

The VINCE platform remains CISA’s primary tool for CVD. With the increased volume of AI-discovered 
vulnerabilities, we will adapt and create new tooling that supports the core VINCE platform. Gold Eagle 
serves as a powerful additional source of vulnerability reporting at scale. 

CISA’s CVD Program conforms to widely acknowledged standards and best practices for disclosure. CISA 
will continue to work with researchers and vendors through its CVD program to identify, remediate, and 
disclose cybersecurity vulnerabilities that pose risks to critical infrastructure.  

CISA also continues to build capacity in the vulnerability coordination community. Most new product 
vulnerabilities are coordinated directly between the researcher and the vendor. CISA assists with complex, 
multi-party cases and cases where the vendor is not responsive or is still building their internal 
coordination capacity. Security researchers should look for a vulnerability disclosure policy or security.txt 
file published by the maintainer or owner of the vulnerable software and follow that guidance. CISA will 
continue to work with the community to identify appropriate tools and vulnerability policies as we 
collaboratively build the overall capacity of the community and share lessons learned. 

This document is distributed as TLP:CLEAR. Recipients may share this information without restriction. Information 
is subject to standard copyright rules. For more information on the Traffic Light Protocol, see 
https://www.cisa.gov/tlp. 
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https://www.cisa.gov/tlp
https://www.whitehouse.gov/presidential-actions/2026/06/promoting-advanced-artificial-intelligence-innovation-and-security/
https://www.cisa.gov/resources-tools/programs/coordinated-vulnerability-disclosure-program
https://www.cisa.gov/news-events/directives/bod-20-01-develop-and-publish-vulnerability-disclosure-policy
https://securitytxt.org/
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Next Steps 
Gold Eagle is part of President Trump’s bold vision to secure and accelerate artificial intelligence (AI) 
innovation. It represents a new operational model for cyber defense. As part of Gold Eagle, CISA continues 
to convene stakeholders and partners to enable collaboration and information sharing. The establishment 
of Gold Eagle drives progress towards reducing risk to essential software systems, strengthening critical 
infrastructure, and bolstering national cybersecurity.  

CISA continues to recommend that organizations automate prioritization wherever possible to meet the 
breadth and scale of AI-enabled vulnerability reporting. Gold Eagle will be used for such reporting. For 
traditional vulnerability disclosure, continue to use VINCE. If you have a cyber incident to report, contact 
CISA; if you have insight into novel use of AI for malicious activity, share information through the Joint Cyber 
Defense Collaborative (JCDC). 

CISA and Treasury continue to improve the Gold Eagle capability, ensure its security, and expand access to 
additional stakeholders.  

Industry partners interested in collaborating with CISA on the Clearinghouse and Gold Eagle should reach 
out to clearinghouse@cisa.dhs.gov.  

Visit CISA.gov/GoldEagle for more information. 

https://kb.cert.org/vince/
https://www.cisa.gov/reporting-cyber-incident
https://www.cisa.gov/reporting-cyber-incident
https://www.cisa.gov/resources-tools/resources/ai-cybersecurity-collaboration-playbook
https://www.cisa.gov/resources-tools/resources/ai-cybersecurity-collaboration-playbook
mailto:clearinghouse@cisa.dhs.gov
http://www.cisa.gov/goldeagle
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